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Rules and Regulations
In May 2018, the new GDPR will come into effect, giving the already well-governed
area of clinical trials even more regulations to comply with. The GDPR will
harmonise data protection regulations in the EU and replace the present Data
Protection Directive and national laws. The impact on clinical trials, sponsors,
CROs and the software used will need executive attention and immediate action.

This article will focus on electronic data capture (EDC)
software services. Nonetheless, CROs and sponsors have
comprehensive regulatory work ahead in order to comply
with the GDPR and need to contract expertise immediately if
they do not have it in-house.
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For instance, in 2015, the Swedish Data Protection Authority
reviewed four ongoing clinical studies; a key finding was the
noncompliant use of single factor authentication, and the
sponsors were issued an injunction.

Encryption of Data
In the thousands of ongoing clinical trials in the EU
today only a few are in compliance with the General
Data Protection Regulation (GDPR). The EDC systems
do not adhere to the new regulations in terms of user
authentication and data encryption.

EDC systems should also encrypt all sensitive and personal
data collected. This may be easy to implement for EDC
systems with the appropriate architecture, but others may go
out of business in their struggle to comply.

Collecting health information from subjects falls into the
‘special category’ of data defined in the GDPR. In clinical
trials, the subject’s physical identities are pseudonymised
using a unique identification code, but the data are still
considered to be in this ‘special category’ of sensitive data
with regard to the GDPR due to the fact that pseudonymised
data allow for re-identification. This applies even when
the code envelope is locked in a safe with only one person
maintaining the key code.

Sanctions

When it comes to EDC systems, there are several security
measures to take into account. Some may need deep
remanufacturing of the software and some may be easier
to implement, but this depends on the architecture of the
software and how it is designed. Taking into consideration
that developing software for clinical trials is a regulated
environment, where qualification of the service is mandatory
and time-consuming, implementing new features may take
months or even a year to complete.

The Time for Transition is Now

Multi-Factor Authentication
EDC systems should maintain a multifactor authentication service
in order to comply with the GDPR. The ‘rule of thumb’ is that
the user authentication relies on ‘one thing you know and one
thing you have’. Normally, there is a combination of username,
password and a token from either a mobile app or a dedicated
device, but which EDC systems provide this feature today?
Given the fact that the regulation of strong authentication
is similar in the present Data Protection Directive – however
diﬀerently adapted in national laws – most, if not all, trials
conducted in the EU are in breach of this regulation today.
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Another big shift in the GDPR compared to the present
Directive is the introduction of discretionary fines if or when
in breach. These can amount to up to €20,000,000 or 4% of
global revenue – whichever is higher – and must be eﬀective,
proportionate and dissuasive, and settled by the national
authorities. This sanction applies both to the controller
(sponsor/CRO) and the processor (EDC provider).

Given that clinical trials can run from a couple of months to
several years, some will be ongoing when the new Regulation
comes into eﬀect. For an ongoing trial, the task to comply
with the new regulation is a tall order and, in some instances,
it may not even be possible with the service providers in use.
The GDPR does not state any transition regulation other than
the time from when the regulation was adapted to the date
when it comes into eﬀect. So by 28 May 2018, you should be
compliant with the GDPR or face the risk of sanctions.

Selecting the Right EDC Provider
Additional factors to consider when choosing an EDC system
include the following:

• Your EDC provider should perform continuous reviews of
security measures and have frequent testing of security
measures implemented
• IT operations should provide redundancy
• The EDC system and provider should support the stated
‘right to be forgotten’

